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IMPLICATIONS OF THE PATRIOT ACT ON NATIONALS AND NON-
NATIONALS IN THE USA 
 
Denials of many specific rights and liberties of nationals and non-nationals in the 
USA 
 
The reports in this attachment concern the right to equality regardless of race, free 
exercise of religion, the right to privacy for all including librarians, academic freedom, 
the right to travel, and the government’s duty to provide due process and the right to 
counsel and habeas corpus to all persons arrested. They appeared in the book, 
“Challenging U.S. Human Rights Violations Since 9/11” (edited by Ann Fagan Ginger 
for Meiklejohn Civil Liberties Institute, Berkeley, California, USA 2005). Each report 
alleges violations of ICCPR articles 1, 2 and 16, and additional articles listed at the 
beginning of each Report. The Report numbers correspond to the report numbers in the 
“Challenging” book. The sources of information are given in the notes at the end of each 
report; the numbers of the notes are from the book. 
 
Report Number Article of the ICCPR Violated 
4.5 1, 2, 3, 16, 17, 18, 19, 20, 26 
4.7   1, 2, 3, 16, 20, 26 
4.8   1, 2, 16 
4.10   1, 2, 7, 9, 10, 12, 16, 20, 26, 27 
6.4   1, 2, 9, 16, 18, 20, 21, 27 
8.1   1, 2, 13, 16, 17, 20 
8.6   1, 2, 14, 16, 19 
8.7   1, 2, 16, 17 
9.1   1, 2, 16, 17, 19, 22 
9.2   1, 2, 16, 17, 19 
9.3   1, 2, 16, 17, 19 
10.1   1, 2, 9, 12, 13, 15, 16, 17, 18, 19, 26 
10.2   1, 2, 9, 12, 13, 14, 15, 16, 17, 19 
11.4   1, 2, 10, 12, 16 
11.6   1, 2, 10, 12, 16, 20, 26 
18.2   1, 2, 16, 17, 19, 21, 22, 26 
18.6   1, 2, 16 
 

************************************************* 
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Report 4.5: Greek-born US Citizen Professor Investigated 
 

ICCPR articles: 1, 2, 3, 16, 17, 18, 19, 20, and 26 
 
Tony Koyzis is a Greek-Born, naturalized US citizen. He is an education 
professor at the University of Wisconsin–Oshkosh, who travels extensively 
to Cyprus to work with its Ministry of Education. In November 2002, the 
US Government sent a letter to Professor Koyzis informing him that he had 
been under investigation subsequent to USA PATRIOT Act (8 U.S.C.A. 
§1701) authority. The letter stated that he had been cleared of any suspicion 
of harboring, abetting, or being a terrorist. 
 
“It apparently became a non-issue because I was cleared. But it bothered 
me because it happened without me knowing it,” said Koyzis. 
 
The USA PATRIOT Act gives a large number of Government agencies 
the authority to install wiretaps and to more easily access medical, financial, 
and library records, often without proof that any crime has been committed. 
Koyzis is still wondering which of the federal agencies investigated him and 
what they were looking for. He is one of a handful of US professors who 
know they have been investigated. 
 
A special agent with the FBI said, “There may be situations when a 
person is never told that they’ve been investigated under the law even if they 
were found innocent.”148 
 

148. Eric Bradley, “University Professor Was Investigated Under PATRIOT 
Act,” Oshkosh Northwestern, March 10, 2003, p.C1. 
 
 
 
Report 4.7: INS Ousts Lebanese-US Citizen Supervisor 
 

ICCPR articles: 1.1, 2, 3, 16, 20, and 26 
 
On April 25, 2003, Simon Abi Nader sued then attorney general Ashcroft 
and others, alleging that he was ousted from his supervisory position at the 
US Immigration Service because he is of Middle Eastern descent. 
 
Nader is a US citizen born in Lebanon, who had worked for the INS since 1980. From 
1992 to 2002, Nader was the INS director for operations at Port Everglades, Florida. In 
2002, the INS demoted him from port director to community relations officer. In his 
lawsuit, Nader alleged that he was the target of an internal smear campaign launched by 
ICE employees, including the then acting Florida district ICE director, depicting him as 
an “Arab terrorist.” One of Nader’s supervisors subjected him to constant offensive, 
insensitive, and discriminatory remarks and racial slurs. The lawsuit also alleged that 
Jack Garafano, then assistant INS district director for inspections, made comments about 
Nader’s “camels” and his “tents in the desert.” On one occasion, he allegedly said to 
Nader on the phone, “Simon Ali, are you kneeling on your prayer rug?” 
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Nader alleged that in 2002 he was accused of terrorist ties after he filed 
a discrimination complaint that led to the launching of an internal ICE 
probe. He also claimed that he was denied the “top secret” clearance needed 
for him to accept an ICE post in Athens, Greece; denied the opportunity to 
meet the agency’s top official commissioner, James Ziglar; and refused permission 
to attend a conference on terrorism in Quantico, Virginia. Nader 
remained a federal employee while his suit was pending.150 On July 30, 2004, 
Justice Donald Middlebrooks for the US District Court for the Southern 
District of Florida awarded Nader $305,000 as compensation for his claims. 
(Simon Abi Nader v. United States Attorney General, et al., 03-CV-60781, [S.D. 
FL] July 30, 2004.) 
 

150. Karl Ross, “Employee Sues Over Demotion,” Miami Herald, May 9, 2003, 
http://www.miami.com/mld/miamiherald/5892633.htm  (accessed July 2, 2004). 
 
 
 
Report 4.8: Transportation Security Agency Screens Out 25,500 Noncitizens 
 

ICCPR articles: 1, 2, and 16 
 
At the end of 2002, after working fourteen years at the San Francisco International 
Airport, Erlinda Valencia, fifty-six, was fired from her job for not 
being a US citizen. The Aviation and Transportation Security Act of 
November 2001 (49 U.S.C.A. §44901) made all airport screeners federal 
employees. By law, federal employees must be US citizens. This requirement 
cost thousands of immigrants like Erlinda Valencia their jobs. 
 
Ms. Valencia arrived in the United States from the Philippines in 1988. 
She worked at the airport as a screener to support herself and her six children. 
She was promoted to supervisory positions, won numerous awards for 
her work, and became one of the top security personnel at the airport. Ms. 
Valencia was very proud of the job she held but worried about what may 
happen with so many new people being hired. “I’ve done this job for fourteen 
years, but they are going to hire people with no experience at all.” She 
believes that “whether you are a citizen has nothing to do with the job, it is 
the skill and experience that count.”151 
 
Since the implementation of the Aviation and Transportation Security 
Act, the composition of new security screeners at US airports has changed 
dramatically. The Transportation Security Administration (TSA) reports 
that the new workforce is 61 percent white and only 31 percent of the new 
hires are women. According to the TSA, of the original 30,000 screeners 
working before the new law went into effect, only around 4,500 were 
rehired.152 
 



 4

151. “Caught in the Backlash: Stories from Northern California,” ACLU of 
Northern California, http://www.aclunc.org/911/backlash/valencia.html  (accessed July 
2, 2004). 

152. David Bacon, “Screened Out,” Nation, May 12, 2003, 
http://www.thenation.com/doc.mhtml?i=20030512&c=3&s=bacon   (accessed July 2, 
2004). 
 
 
 
Report 4.10: US Government Racism Plagues the Border 
 

ICCPR articles: 1, 2, 7, 9, 10, 12, 16, 20, 26, and 27 
 
In October 2002, the US Border Patrol submitted plans to build one of the 
largest fences in the world on the US-Mexico border.156 The proposed wall 
would be built by the United States on O’odham ancestral land. Tohono 
O’odham and Yaqui leaders told a UN representative that the wall would bring 
further misery to indigenous peoples already suffering from the militarization 
of the border. “They are planning to seal the border,” said Tohono O’odham 
Ophelia Rivas, organizer of the O’odham Voice Against the Wall Project. 
 
The proposed Fencing Project would stretch 330 miles across the entire 
Arizona-Mexico border. If completed, the wall would include seventy-four 
miles of O’odham lands. The first wall of railroad steel rails and steel sheets 
would have 400 high-security floodlights, lit twenty-four hours a day. A secondary 
wall would be of high-grade fencing material with razor-edged coils 
on top. In between the walls, the US military would build a paved road occupied 
by armed Homeland Security forces. The Border Patrol admitted that 
in Arizona, it will be bigger than the Berlin Wall. 
 
O’odham members from Mexico, O’odham Lt. Gov. Jose Garcia, and 
Jose Matus, Yaqui ceremonial leader and director of the Indigenous Alliance 
Without Borders, said the USA PATRIOT Act and Homeland Security have 
increased the militarization of the border and made it more difficult for 
indigenous people to cross the border to conduct ceremonies or to visit 
family. The wall is an interference with the right of self-determination of 
indigenous people and preservation of traditional ways. 
 
Matus said, “After 9/11, we had to deal with Homeland Security, the 
PATRIOT Act, the fight against terrorism and the fight against undocumented 
immigrants.” The indigenous people who live along the US-Mexico 
border also face border-protecting vigilantes, death in the desert, and abuses 
by the Border Patrol. Matus also pointed out that the border separates 
Kumeyaay, Cocopah, Gila River O’otham, Yavapai-Apache, Tohono 
O’odham, Pascua Yaqui, and Kickapoo peoples in California, Arizona, New 
Mexico, and Texas from their relatives in Mexico. 
 
Matus said when he attempted to bring ceremonial leaders from Rio 
Yaqui, Sonora, into Arizona, they were often halted because they lacked birth 
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certificates and other documents for visas. When Matus attempted to cross 
the border at Juarez, Mexico, into El Paso, Texas, with a group of Raramuri 
(Tarahumara), they were halted by US immigration officials. “The interviewer 
made the people sing and dance. You talk about humiliating, you talk 
about a lack of respect for our indigenous people,” Matus said. 
 
In July 2004, Lieutenant Governor Garcia met with O’odham in four communities 
in Sonora, Mexico. “Their objection to the fence is it would cut off traditional 
routes. And they have not been consulted about building the fence.” 
 
Garcia said his people are losing their land because of encroachment by 
squatters, ranchers, mining companies, and cattle companies. He also says 
that the O’odham are people without a national identity. When the O’odham 
went to Mexico with their grievances, they were told to go to the Tohono 
O’odham Nation in Arizona. Then, when they took their grievances to Arizona 
and the US Government, they were told they were citizens of Mexico 
and to complain to the government of Mexico. 
 
Rivas said O’odham have the inherent right to travel freely and safely 
through their traditional routes in O’odham territory. These rights are protected 
by the American Indian Religious Freedom Act (42 U.S.C. 1996) and 
recognized by the United Nations Universal Declaration of Human Rights 
and the Declaration of Human Rights for Indigenous Peoples.157 
 
From the beginning of the consideration of the border-fencing project, 
environmental and human rights organizations also had serious objections to 
the proposal. Specifically, the construction of the fence would force migrants 
into perilous stretches of desert, significantly raise the number of deaths, disturb 
migratory patterns of endangered species, and destroy pristine animal 
habitats, in addition to bisecting the Tohono O’Odham nation. 
 
Fencing projects carried out since the 1990s have not reduced the number of illegal 
immigrants to the United States, but simply redirected their travel routes to other border 
areas.158 
 
On July 9, 2004, the UN International Court of Justice (ICJ) ruled 14–1 that the 
separation wall being built by Israel in the West Bank is in breach of international law, 
calling on Israel to tear it down and to compensate Palestinians harmed by its 
construction. The Court held that in building the fence, Israel violated international 
humanitarian law by infringing on Palestinians’ freedom of movement. The ICJ said that 
the wall “cannot be justified by military exigencies or by the requirements of national 
security or public order.”159 
 
In its 2004 Justice on the Line report, the Border Action Network (BAN) evaluated the 
popular sentiment among residents of four Arizona border towns relating to immigration 
and human rights issues. The BAN found that 65 percent of those surveyed in Nogales, 
Arizona, think that the US Border Patrol treats white residents differently than nonwhite 
residents. One fifty-year-old Hispanic woman stated, “I have been stopped more than 
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twenty times from the time I was thirteen years old up to today. I am a naturalized citizen 
and they constantly stop me in the city and on the road. They never give me a reason.” 
 
The vast majority of people questioned stated that racial profiling by US 
agents is a daily fact of life; 77 percent of Douglas, Arizona, residents and 70 
percent of Nogales residents said they think the Border Patrol stops people 
because they have brown skin. Almost one-half of the respondents reported 
being stopped, questioned, or harassed by the Border Patrol, and nearly half 
of all respondents knew of incidents in which agents entered private property 
without permission. In addition, many border residents alleged that agents 
habitually engage in verbal and physical abuse while on patrol and that both 
individual agents and the Border Patrol as a whole are rarely held accountable 
for wrongful conduct. One Nogales woman, remarking on the overwhelming 
number of Caucasian agents in the Border Patrol’s ranks, stated, 
“They’re not from the community. They don’t have any interest in what the 
community thinks.” Another woman stated, “When the Border Patrol get 
people they treat them like criminals. Or even worse than criminals—even 
criminals have to be proven guilty. They grabbed my son—a citizen!—and 
beat him while I was watching.”160 
 

156. “United States Border Patrol Mexico-Arizona Border Fencing Project: Facts 
About the Fence,” Latin American Working Group, 2003, 
http://www.lawg.org/docs/what%20is%20the%20fence.pdf  (accessed July 26, 2004). 

*157. Brenda Norrell, “Tohono O’odham and Yaqui: No more walls,” Indian 
Country Today, July 20, 2004,  
http://www.indiancountry.com/content.cfm?id=1090337206   (accessed July 26, 2004). 

158. Julia Dietz, “Fencing Proposal Threatens Human Life, Environment,” 
Journal of the Religious Task Force on Central America and Mexico, May/June 2003, 
http://www.rtfcam.org/report/volume_23/No_2/article_6.htm  (accessed July 26, 2004). 

159. Legal Consequences of the Construction of a Wall in the Occupied 
Palestinian Territories, International Court of Justice, July 9, 2004, General List No. 131. 

*160. Jennifer Allen, “Justice on the Line: The Unequal Impacts of Border Patrol 
Activities in Arizona Border Communities,” Border Action Network,  
http://www.borderaction.org/PDFs/BAN-Justice.pdf   (accessed June 28, 2004). 
 
 
 
Report 6.4: US Muslims Feeling a “Chilling Effect” 
 

ICCPR articles: 1, 2, 9, 16, 18, 20, 21, and 27 
 
In 2003, Muslim Americans felt “under siege,” as “an unhealthy conservatism” 
arose. This marked a change from the 1990s, when Muslim Americans 
“led a tireless campaign to get mainstream Muslims portrayed in the 
media as just another group of patriotic Americans who go to work, raise 
their children, and believe in God.” 
 
According to Hamid Algar, a Muslim scholar at the University of California, 
Berkeley, after September 11, 2001, there was “a wave of self-promotion 
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in the Muslim community,” but it has since been chilled by the “deployment 
of more than 200,000 [US] troops to the Persian Gulf.” The leaders of 
the Muslim American community replaced their “apocalyptic prediction” with 
“sudden patriotism” by shaving their beards and “[putting] on coats and ties.” 
A few days before the United States invaded Iraq, US Muslims began “asking 
new questions about their role as the most studied and talked about religious 
minority in the United States.” John Esposito, a professor at Georgetown University, 
feared that an invasion of a predominantly Muslim nation like Iraq 
might create more terrorism in the United States and around the world, and 
potentially “force the American Muslim community to pull back.”198 
 
In 2004, the Council on American-Islamic Relations (CAIR) reported 
that in 2003, the highest number of Muslim civil rights violations cases ever 
recorded by CAIR took place. Reports of harassment, violence, and discriminatory 
treatment increased nearly 70 percent over 2002 and represented a 
threefold increase since 2001. Incidents of hate crime alone more than doubled 
since 2001. Also, allegations of mistreatment by federal and local law 
enforcement personnel, including racial profiling and discriminatory application 
of the law, were the highest ever recorded in real and proportionate 
terms. 
 
CAIR stated that four factors contributed to the sharp increase in 
reported incidents: “1) A lingering atmosphere of fear since the September 
11 attacks; 2) The war in Iraq and the atmosphere created by the pro-war 
rhetoric; 3) The noticeable increase of anti-Muslim rhetoric, which often 
painted Muslims as followers of a false religion and as enemies of America; 
4) The USA PATRIOT Act, the implementation of which has been associated 
with abuses.” 
 
CAIR recommended that a number of governmental actions be taken in 
order to stem the rise of anti-Muslim discrimination. These recommendations 
included a call for a public inquiry on post-9/11 policies impacting the Muslim 
community and a call for implementing reforms suggested by the Office of the 
Inspector General of the Department of Justice regarding post-9/11 investigations 
and detentions. CAIR also recommended a number of legislative actions 
to curb the use of profiling in law enforcement, strengthen hate crime prosecutions 
and end abuses associated with the USA PATRIOT Act.199 
 

198. Don Lattin, “U.S. Muslims Struggle With Faith and Public Image,” San 
Francisco Chronicle, March 16, 2003, http://sfgate.com/cgi-
bin/article.cgi?file=/chronicle/archive/2003/03/16/MN253692.DTL  (accessed July 13, 
2004). 

*199. “Executive Summary: The Status of Muslim Civil Rights in the United 
States 2004,” Council on American-Islamic Relations, August 8, 2004, 
http://www.cairnet.org  (accessed August 8, 2004). [substitute URL, 8/24/05, 
http://cairnet.org/asp/crr2004.asp ] 
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Report 8.1: Attorney General Implements His Registration System 
 

ICCPR articles: 1, 2, 13, 16, 17, and 20 
 
On June 6, 2002, then attorney general John Ashcroft announced the implementation 
of the National Security Entry-Exit Registration System 
(NSEERS) without consulting Congress. NSEERS is intended to increase 
the Justice Department’s ability to track and monitor the movement of foreign 
nationals currently residing in the United States. NSEERS requires certain 
foreign residents to “call in” to the INS when required, then appear and 
register in person at a nearby INS office. 
 
Registration for those foreign nationals “called in” consists of them being 
photographed, fingerprinted, and questioned under oath before an Immigration 
officer, as well as requiring them to present any government-issued identification 
documents such as a passport and an I-94 card. The called-in foreign 
nationals are also expected to bring proof of employment, school matriculation, 
and proof of residence from both the United States and abroad. 
 
On November 6, 2002, Ashcroft announced the first group of people 
expected to call in to the INS and register. This group consisted of males born 
before November 15, 1986, who are citizens of Iran, Iraq, Libya, Sudan, and 
Syria, who entered the US on or before September 10, 2002, and with plans 
to remain until at least December 16, 2002. On November 22, 2002, Ashcroft 
expanded the list to include citizens of Afghanistan, Algeria, Bahrain, Eritrea, 
Lebanon, Morocco, North Korea, Oman, Qatar, Somalia, Tunisia, United 
Arab Emirates, and Yemen. On December 16, 2002, Ashcroft added Saudi 
Arabia and Pakistan to the list. On January 16, 2003, Ashcroft further 
expanded the list to include Bangladesh, Egypt, Indonesia, Jordan, and 
Kuwait. By the fall of 2003, the media reported eighty-three thousand noncitizens 
had registered for the first time (late 2002–early 2003). As a result, 
thirteen thousand were deported.219 
 

219. David Cole “13,000 Arabs & Muslims in U.S. Face Deportation & John 
Ashcroft Attempts to Expand Patriot Act,” Democracy Now! June 9, 2003, 
http://www.democracynow.org/print.pl?sid=03/06/09/1652214  (accessed August 5, 
2004). 
 
 
 
Report 8.6: Judge Limited PATRIOT Act Application, Then Amended Opinion 
 

ICCPR articles: 1, 2, 14, 16, and 19 
 
In 2002 and 2003, five organizations and two US citizens advised groups 
involved in the Kurds’ movement for self-determination in Turkey on how 
to use peaceful means. The US Government informed them that, under the 
USA PATRIOT Act, they risked fifteen years in prison for assisting Kurdish 
refugees in Turkey, who were designated members of a “foreign terrorist 
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organization,” even if engaged only in lawful and peaceful activities. 
 
On August 27, 2003, the Humanitarian Law Project brought a lawsuit 
against John Ashcroft, the Department of Justice, Colin Powell, and the 
Department of State, on behalf of these organizations and citizens. In their 
suit, the plaintiffs sought to enjoin the defendants from enforcing the 
PATRIOT Act to prevent them from assisting the Kurdish refugees. 
 
On January 24, 2004, the District Judge for the Central District of California, 
Audrey Collins, held that the language of §805(a)(2)(B) of the 
PATRIOT Act that forbids the provision of “expert advice or assistance” to 
groups labeled as “foreign terrorist organizations” is unconstitutionally 
vague and violates First and Fifth Amendment rights. Specifically, “[T]he 
USA PATRIOT Act places no limitation on the type of expert advice and 
assistance which is prohibited and instead bans the provision of all expert 
advice and assistance regardless of its nature.” She indicated that the flaw in 
the PATRIOT Act is its failure to delineate permissible forms of expert 
advice and assistance. This was the first ruling to hold part of the Act unconstitutional. 
The Justice Department immediately appealed the ruling.231 
 
On March 17, 2004, the judge amended her decision (Humanitarian Law 
Project v. Ashcroft, 309 F.Supp.2d 1185). The amended decision held that the 
PATRIOT Act’s prohibition of “expert advice or assistance” to foreign terrorist 
organizations was not overbroad, in violation of the First Amendment. 
Judge Collins ruled that, although some protected speech may have been 
prohibited, the Act’s prohibition was aimed at furthering legitimate state 
interest, and litigation on a case-by-case basis would provide sufficient safeguards 
from First Amendment violations. On December 14, 2004, the Ninth 
Circuit Court of Appeals heard arguments en banc (with all judges sitting) 
(9th Cir. Docket nos. 02–55082 and 55083). 
 

231. Linda Deutsch, “Part of Patriot Act Ruled Unconstitutional,” CNN.Com, Jan. 
26, 2004, http://www.cnn.com/2004/LAW/01/26/patriot.act.ap/  (accessed August 5, 
2004). 
 
 
 
Report 8.7: Federal Legislation Threatens Right to Privacy of Medical Records 
 

ICCPR articles: 1, 2, 16, 17 
 
Many people might not care if their broken leg is public knowledge, but when 
it comes to mental health treatment, it’s another matter. As a result, a number 
of mental health organizations began expressing concerns after 9/11, 
exploring legal options and/or taking action regarding the erosion of citizen 
rights to privacy over their medical and other health care records. Lack of 
medical privacy became the norm with the passage of the Health Insurance 
Portability & Accountability Act (HIPAA) in 1996. Medical record privacy 
further deteriorated with the passage of the USA PATRIOT Act (PL 107–56). 
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In 2004, seventeen organizations and individuals representing nearly 
750,000 citizens and practitioners filed a civil suit against Secretary of Health 
and Human Services, Tommy Thompson, to challenge HIPAA. Plaintiffs 
alleged that, while HIPAA ostensibly guarantees patient confidentiality, it 
actually opens the door for violations of privacy by making it easier for federal 
officials to access health information without the consent of the patient. 
The American Civil Liberties Union said that under this act, “law enforcement 
is entitled to your records simply by asserting that you are a suspect or 
the victim of a crime.” Two other sections of HIPAA also allow for the release 
of medical records for “national security and intelligence activities.” 
 
On April 2, 2004, the District Court for the Eastern District of Pennsylvania 
decided against the plaintiffs. The judge ruled that HIPAA does not 
violate the plaintiffs’ constitutional rights because HIPAA does not actually 
compel anyone to use or disclose the plaintiffs’ health information for routine 
purposes without the plaintiffs’ consent. Therefore, the court found that 
HIPAA was not per se violative of constitutional rights (Citizens for Health, et 
al. v. Tommy Thompson, Secretary of Health and Human Services, No. 03–2267, 
April 2, 2004). 
 
Practitioners have the option of circumventing HIPAA and instead 
maintain their patients’ privacy by not transmitting any patient information 
electronically. Practically speaking, this means receiving full payment from 
patients out-of-pocket and/or corresponding with insurance companies by 
mail instead of online or by fax. For many health professionals and their 
patients, this choice is not a realistic economic or logistical option. The focus 
for most professionals, therefore, has been on “how” to comply with HIPAA, 
rather than a more fundamental civil liberties question of “whether” to participate 
at all. 
 
HIPAA does require standard written consent by patients to allow 
sharing actual session content (as opposed to other parts of a patient’s record 
where there is no such consent requirement). No such protections exist 
under Section 215 of the USA PATRIOT Act, which covers libraries and 
their patrons, as well as medical records that could include psychotherapy, 
hypnotherapy, massage therapy, and any other facet of health care, whether 
the practitioner is licensed or not. 
 
A spokesperson for the American Mental Health Alliance, a plaintiff in 
the lawsuit challenging HIPAA, characterized the PATRIOT Act “as essentially 
exploiting vulnerabilities exposed by” the earlier law. For instance, 
while HIPAA allows practitioners to decide whether or not to notify patients 
if their records have been obtained by the Government, the PATRIOT Act 
makes it illegal for the practitioner to tell anyone, including the patient. 
Plaintiffs claimed this places mental health practitioners in particular in an 
unethical position, for the extension of government secrecy into the therapeutic 
relationship negates one essential purpose of psychotherapy itself: the 
discussion of anything that might impact the client’s well-being. The legal 
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counsel of the California Association of Marriage and Family Therapists 
wrote, “Therapists have unique relationships with their patients, which may 
be permanently damaged by gag provisions of the Act.” 
 
Despite this secrecy requirement, the American Psychological Association 
(APA) encourages its members “to contact us if you become aware of any 
practitioner whose records are seized as a result of this Act.” The only way 
for mental health professionals to fulfill the APA request is by breaking the 
law.232 
 

232. “Frequently Asked Questions about Government Access to Personal Medical 
Information,” American Civil Liberties Union, May 30, 2003, 
http://www.aclu.org/privacy/privacy.cfm?ID=12747&c=27  (accessed July 30, 2004). 
 
 
 
Report 9.1: FBI and Department of Homeland Security Checking Out Library 
Patrons 
 

ICCPR articles: 1, 2, 16, 17, 19, 22 
 
A survey conducted by the University of Illinois in October 2002 was sent to 
1,505 directors of 5,094 US public libraries. It showed that the FBI was busy 
making visits. “In the year after the World Trade Center and Pentagon 
attacks,” the survey said, “federal and local law enforcement officials visited 
at least 545 libraries to ask for these records. Of these, 178 libraries received 
visits from the FBI itself.” 
 
At the height of the anthrax scare, two FBI agents visited Temple University’s 
computer center and ordered two student staff members to copy the 
hard drive of a library employee and give it to them. If anyone asked what they 
were doing, the FBI agents said, the students were to say they were ridding 
the computer of a virus. The plan collapsed when the students found that the 
employee’s office door was locked. When the University’s chief librarian 
heard what was going on, she went to the University’s lawyers, one of whom 
asked the FBI about it. The agents said they needed the info because the 
library employee had received an e-mail mentioning the word “anthrax.” 
After the call from the University’s lawyer, the agents left and did not return. 
 
A librarian in Bluffton, Ohio, reported that an unidentified woman 
recently entered the city public library and asked for the local hazardous 
materials plan. The librarian got out the folder and handed it to the woman, 
as she would to any library patron. “When I gave her the binder,” the 
librarian wrote, “she took out the contents and handed me a letter stating the 
document would no longer be available at public libraries because it contained 
‘highly critical’ information and would be available ‘at a controlled 
location where proper ID of the user can be readily obtained.’” The letter 
was signed by the director of the local office of the Department of Homeland 
Security and Emergency Management. Soon thereafter, a woman from 
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the local Homeland Security office removed the same file from the Lima, 
Ohio, public library.233 
 

233. James Ridgeway, “FBI Snoops at Libraries,” Refuse and Resist, April 8, 
2003, http://www.refuseandresist.org/police_state/art.php?aid=690  (accessed August 4, 
2004). 
 
 
 
Report 9.2: Libraries Shredding Against PATRIOT Act 
 

ICCPR articles: 1, 2, 16, 17, 19 
 
In February 2003, the library board and the City Council of Santa Monica, 
California, passed resolutions opposing provisions of the USA PATRIOT 
Act that require monitoring what patrons read and buy. Monterey Park’s 
Bruggemeyer Memorial Library’s board of trustees also formally opposed the 
legislation on June 17, 2003. 
 
In Santa Cruz, California, the librarians began shredding the library’s 
Internet-use log and information requests to minimize the amount of historical 
data kept about their patrons. They also started distributing a handout 
that outlines objections to the enhanced FBI powers and explains that the 
libraries are reviewing all records to “make sure that we really need every 
piece of data” about borrowers and Internet users. The move is part of a 
campaign by the Santa Cruz libraries to demonstrate their opposition 234 to the 
PATRIOT Act, especially Section 215.  Libraries throughout Southern 
California are fighting against the federal law that makes it easier for authorities 
to find out what patrons are reading. Librarians have posted warning 
signs to readers that state: “The FBI has the right to obtain a court order to 
access any records we have of the library’s transactions.”235 
 
After public pressure from Congress, the American Civil Liberties Union, and the 
American Library Association (ALA), the Justice Department disclosed the libraries that 
it had investigated. The ALA and legislators also asked the FBI, pursuant to the Freedom 
of Information Act (FOIA), to disclose the individual case information that the FBI had 
gathered. 
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Report 9.3: Republicans Change Rules To Keep Library Oversight 
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ICCPR articles: 1, 2, 16, 17, 19 

 
On July 8, 2004, Republican leadership of the House of Representatives 
blocked a proposed Democratic Party amendment to the PATRIOT Act 
that, if passed, would no longer have allowed US officials to get special court 
orders requiring book stores and libraries to disclose records of customer 
reading habits and book purchases. When the amendment appeared to be 
succeeding within the House roll call’s normal fifteen-minute time limit, 
GOP leaders quickly altered procedural rules to allow the vote to remain 
open for an additional twenty-three minutes while they persuaded ten 
Republican members to switch sides and recast their votes against the 
amendment. Lawmakers switching their votes from ‘yes’ to ‘no’ included 
GOP Reps. Michael Bilirakis of Florida, Rob Bishop of Utah, Tom Davis of 
Virginia, Jack Kingston of Georgia, Marilyn Musgrave of Colorado, Nick 
Smith of Michigan, and Thomas Tancredo of Colorado. 
 
Democratic members shouted, “Shame, shame, shame,” as the votes 
were switched. The vote, which required a House majority to pass, failed 
with a vote of 210–210. “You win some, and some get stolen,” Rep. C. L. 
Butch Otter (R-ID), a sponsor of the defeated provision and one of Congress’s 
more conservative members, told a reporter.236 
 

236. Associated Press, “Bush Prevails as House Refuses to Curb Patriot Act,” 
FreeRepublic.com, July 8, 2004, http://www.freerepublic.com/focus/f-
news/1167860/posts  (accessed July 13, 2004). 
 
 
 
Report 10.1: New Student Exchange and Visitor Information System Targets 
International Students 
 

ICCPR articles: 1, 2, 9, 12, 13, 15, 16, 17, 18, 19, 26 
 
Late in 2002, the Immigration Service created a new system to store computerized 
records of international students. The Student and Exchange Visitor 
Information System (SEVIS) shares the records of international students 
with the Immigration Service.239 Institutions wishing to enroll foreign students 
had to be approved for SEVIS by January 30, 2003. 
 
An electronic system for monitoring international students was originally 
mandated by the Illegal Immigration Reform and Immigrant Responsibility 
Act of 1996. It was amended by the USA PATRIOT Act and the 
Enhanced Border Security and Visa Entry Reform Act. According to the 
Association of International Educators (NAFSA), SEVIS is the most cumbersome 
of the new regulations. SEVIS tracks international students and 
exchange visitors from the time they apply for a visa in their own country, 
throughout their stay in the United States, to their return home. 
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“SEVIS poses the greatest threat to institutions enrolling large numbers 
of international students, which have had to develop or purchase software 
enabling them to upload to SEVIS the required data for many students at 
one time. The University of Buffalo (UB), which has more than thirty-two 
hundred international students, had to purchase commercial software at 
great expense to meet SEVIS requirements for ‘batch processing.’ As of early 
March 2003, the system is still being tested, and until it is ready, the UB must 
submit data for each student individually.”240 
 
Section 1761 of the Enhanced Border Security and Visa Entry Reform 
Act requires collection of data that includes the student’s date of entry, port 
of entry, date of school enrollment, date of departure from school, and the 
degree program or field of study. Student visa applicants must also provide 
additional information including their addresses, the names and addresses of 
relatives, the names of contacts in their country of residence who can verify 
information about the student visa applicant, and previous work history, if 
any, including the names and addresses of employers (8 U.S.C. §1701 
[2002]). 
 
Section 1761 also establishes an interim system under which the State 
Department is prohibited from issuing student visas unless the agency has 
received electronic evidence of acceptance documentation from an approved 
academic or other institution and the department officer has adequately 
reviewed the applicant’s visa record. Once the visa is issued, the Secretary of 
State must transmit to Immigration notice that the visa has been issued; 
Immigration must notify the academic institution that the alien has been 
admitted to the United States, and the institution must notify Immigration 
not later than thirty days after the class registration deadline if the alien fails 
to enroll. 
 
Under the interim system, several students in Colorado were jailed in 
December 2002 for enrolling in fewer than the required twelve credit hours. 
In Florida, a student was jailed for reporting to the Bureau of Immigration 
and Customs Enforcement (ICE; formerly the INS) a day late, which was the 
result of the student’s having to complete a class project on which his grade 
and continued visa eligibility depended.241 
 
Section 1762 of the Enhanced Border Security Act requires the ICE to 
conduct reviews of educational institutions certified to receive nonimmigrants 
to determine their compliance with reporting requirements. The Secretary 
of State is required to conduct similar reviews of entities designated as 
sponsors of visitor exchange programs. If an institution or program fails to 
comply materially with the reporting requirements, its authorization to 
accept foreign students will either be suspended for one year or revoked in 
its entirety. 
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Report 10.2: Mandatory Security Checks Hit Certain Foreign Students: 600,000 
May Be Affected 
 

ICCPR articles: 1, 2, 9, 12, 13, 14, 15, 16, 17, 19 
 
According to the magazine Physics Today, “The security clampdown on the 
US visa system in the wake of the September 11 terrorist attacks has created 
problems throughout the scientific and higher-education communities that 
are so numerous and complex that a comprehensive solution may be years 
away.” 
 
Visiting scientists, even those with well-documented records of working 
in the United States, are finding it increasingly difficult to return if they 
leave. Those who do leave, even briefly, must go through the entire visa 
process again on their return to the United States, as if they were applying 
for the first time. That process often takes eight or nine months, especially 
for researchers and advanced science students whose work is related to one 
of the many categories on the special technology alert list. 
 
At the University of Connecticut, nine students from Beijing who had 
been accepted into the University’s graduate research program in physics for 
the 2002/2003 school year were denied visas.242 A Chinese student, who 
went back to China when his parents were killed in an accident, couldn’t 
obtain a visa to return to school. A Russian woman, who had worked as an 
associate scientist at the US Department of Energy’s Ames Laboratory in 
Iowa for eleven years went to Germany and wasn’t allowed to return. There 
were seventy-eight such cases of denied or delayed visas reported to the 
American Physics Society between August 2002 and February 2003.243 Also 
according to Physics Today, new visa and security laws and stricter regulations 
and enforcement throughout the visa process may place nearly six hundred 
thousand international students studying at colleges and universities in the 
United States “at risk of not being able to return to their schools if they leave 
the country.”244 
 
It has been estimated that security checks over the past year led to 
“Severe delays in the issuance of visas to students from countries on the 
Department of State’s ‘watch list.’” Many students from countries in the 
Middle East, as well as Pakistan, Malaysia, and Indonesia, faced delays of 
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three to six months or outright denials of their visa applications.”245 The 
State Department has said applicants can expect delays of six to eight weeks 
as a result of the tougher rules. “Such delays can cause international students 
and teachers to be unable to attend or teach class in the United States.”246 
 
More than a dozen foreign students entering Harvard for the 2002/2003 
school year experienced significant delays in getting their visas; some students 
weren’t able to attend school because of these delays. Adrian Ow Yung 
Hwei, a student from Malaysia slated to enter Harvard in the fall of 2002, 
expected to receive his visa within a matter of weeks. Instead he had to wait 
three and a half months. The Malaysian government, which is funding his 
education, considered sending him to Australia or New Zealand. When his 
US student visa finally arrived, the Malaysian government decided to let 
Hwei enter Harvard after all, this time in fall of 2003.247 
 
According to a survey released by the Association of American Universities 
and the Association of International Educators, hundreds of students 
and scholars missed their program start dates because of delays in visa 
issuance even though more than half indicated they applied more than six 
weeks in advance of their start dates, and more than a third said they applied 
more than eight weeks before their programs were scheduled to begin. 
Nearly 80 percent of the delayed students for fall 2002 at the responding 
institutions were from China, India, or a Muslim or Arab country.248 
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Report 11.4: US Denied Entry to Ex-UK Official, Spanish Lawyer, British 
Journalist 
 

ICCPR articles: 1, 2, 10, 12, 16 
 
On February 21, 2003, Bernadette Devlin McAliskey, a former member of 
the British Parliament, arrived at the O’Hare Airport with her daughter to 
attend a christening. Her name was called over the loudspeaker, and when 
she responded she was immediately stopped by two INS agents who threatened 
to arrest and jail her if she insisted on entering the United States. They 
then photographed and fingerprinted her and told her that she must return 
to Ireland against her will on the ground that the State Department had 
declared that she “poses a serious threat to the security of the United States.” 
McAliskey told INS agents that she had cleared US Immigration in Ireland prior 
to boarding and had received routine permission to travel. She was told that the 
order to ban her came from US officials in Dublin. 
 
One INS officer said, “If you interrupt me one more time I’m going to 
slam the cuffs on you and haul your ass to jail,” according to Deirdre 
McAliskey, her daughter. Another officer said, “Don’t make my boss angry. I 
saw him fire a shot at a guy last week and he has the authority to shoot.” 
 
McAliskey was denied access to a lawyer and was put on a plane back to 
Ireland. “She’s not in the best of health and the thirteen hours of travel put 
her at further risk,” said to her daughter. Bernadette McAliskey announced 
plans to file a formal complaint with the US Consul in Dublin.273 
 
In October 2003, Urko Aiartza Azurtza, a Spanish human rights 
attorney from the Basque region of Spain, got off a plane in Chicago on his 
way to speak at the national convention of the National Lawyers Guild in 
Minneapolis. Azurtza’s name was called over the loudspeaker at the airport. 
Immigration officials stopped and interrogated him for two hours. Immigration 
and Customs Enforcement (ICE; formerly the INS) confiscated all of 
his belongings, including the files of legal cases on which he had been 
working on the plane. They denied him access to counsel and put him back 
on the plane to return to Spain.274 
 
Azurtza has never been charged with committing crime, and he was never 
disciplined by the Spanish bar for misconduct. The ICE questioned him at 
length about his activities, including whether he had been involved in events 
in Colombia, which he said he had not. He had represented many defendants 
in criminal cases in Spain, including members of the left-wing faction of the 
Basque separatist movement, and others who sought independence legally. 
He had been elected to sit in the regional government. The National Lawyers 
Guild convention adopted a resolution condemning this action of the Bush 
Administration and sent copies to the US State Department.275 
 
On May 3, 2004, Elena Lappin, a credentialed British journalist, was 
detained at Los Angeles International Airport for twenty-six hours after she 
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landed on assignment, then sent back to England for not having the proper 
visa. She was traveling on a British passport without a press visa, a requirement 
for foreign journalists entering the United States which had been law 
for years but rarely enforced as to journalists from Western Europe and 
other “friendly” nations before 9/11. 
 
Although she would have been allowed entry as a tourist had she 
declared herself as such, after she declared that she was a member of the press 
but that she had no press visa, airport security personnel detained, groped, 
searched, fingerprinted, and handcuffed her, and took a mug shot. Then they 
publicly paraded her through the airport. They released her the next 
morning after a twenty-six-hour detention. She said later, “As a detainee, [I 
saw] a glimpse of a country hiding its deep sense of insecurity behind an abusive 
façade, and an arbitrary (though not unintentional) disrespect for civil 
liberties.”276 
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Report 11.6: US Veteran Protests When Pakistani German Fiancée Denied Entry 
 

ICCPR articles: 1, 2, 10, 12, 16, 20, 26 
 
In October 2003, Trevor Hughes, who had served in the Navy and diplomatic 
corps, awaited a visit from his fiancée, Beate Killguss, a Pakistani who 
was adopted at birth by German missionaries. Beate, a German citizen, tried 
to visit Hughes in Colorado Springs, Colorado, on a six-month tourist visa, 
her third trip to the United States. 
 
As Beate was leaving Stuttgart, a German customs officer warned Beate 
that in recent months many Germans attempting to visit the US were turned 
back at the Atlanta airport, including the wife of a US soldier and a German 
musician who was invited to perform with several US orchestras. She disregarded 
the officer’s warning and flew to Hartsfield International Airport in 
Atlanta to catch her connecting flight to Colorado. In Atlanta, Beate was 
ordered into an “Immigration Second” area. Border Agent Barry Carter 
interrogated her, inspected her belongings, and made copies of all of her personal 
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papers, including a journal. He questioned her about her birthplace. 
 
Although her visa had been approved by the US Consul in Frankfurt, 
Carter kept insisting that she hadn’t proved that she was a permanent 
German resident, even though she owned an apartment near Stuttgart, 
where her family lived. Carter went through her address book and telephoned 
Hughes and Hughes’s mother; both vouched for Beate. 
 
Hughes wondered whether Carter made judgments based on Beate’s ethnicity and if there 
was a bias against Germans because their country did not join the United States in the 
war against Iraq. 
 
Agent Carter told Beate, “I looked you up on Amazon.com and you like 
books about second languages.” Her field of study is languages. The INS 
held her for six hours, then told her she would be sent home. Then Border 
Officials took all her belongings, including her diamond engagement ring, 
photographed her, and transported her in handcuffs, along with other 
accused people, to and from a jail, treating her “like cattle.” Twenty hours 
after landing in Atlanta, she had eaten nothing and had to bang on the locked 
door to beg for some food. A border agent brought her a pancake. Hours 
later she was escorted onto a nonstop flight back to Stuttgart. Her visa had a 
case number written on it and was marked “cancelled.” 
 
Hughes began to seek redress against US officials for this mistreatment 
of his fiancée. Hughes had attended college in New Zealand and Dallas, 
Texas, and worked for humanitarian causes in Afghani and Pakistani refugee 
camps before enlisting in the Navy. In October 2001, he had been recalled 
to duty and was assigned to Central Command as an intelligence analyst and 
then to the defense attaché’s office in the US Embassy in Pakistan, where he 
worked on air space issues for US flights into Afghanistan. All these prior 
experiences and contacts helped Hughes to investigate the matter: 
• The German Consulate in Atlanta told Hughes he’d heard of no such 
case and that it was odd Beate was not allowed to seek help. 
• Agent Carter did not return Hughes’s telephone call seeking a comment. 
• The Atlanta Border Patrol said it would look into the matter. 
• The Immigration and Customs Enforcement Agency (ICE) did not 
return any of his phone calls. 
• The Department of Homeland Security (DHS) would not discuss the case. 
• The DHS Office of Inspector General said that “no comment” could 
be made on policies that guide border agents’ treatment of detainees 
or how Deportation decisions are made. 
• Officials with Sen. Wayne Allard (R-CO) and Rep. Joel Hefley (RCO) 
offered to look into the case if Hughes filed a complaint with 
them but were not willing to get into the issue of Immigration offi- 
cials’ discretionary powers. 
• A spokesperson for Sen. Ben Nighthorse Campbell (R-CO) said she 
looked into the matter and had suggested several steps Hughes could 
take. 
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Hughes said, “When the superpower of the world, the country that lauds 
freedom and democracy, is the one that’s causing this injustice to a person 
who has gone through the system perfectly legally and has done nothing 
wrong and yet their response is the exact same as to a felon, obviously we’re 
distraught. . . . I’m for homeland defense. My whole life is in service to this 
nation. But there’s a vast difference between someone who has not broken 
the law and a felon.”280 
 
In December 2003, Trevor Hughes received a letter from Senator Ben 
Nighthorse Campbell (R-CO) who forwarded the response he received from 
US Customs and Border Protection. Hughes was not satisfied with the 
response, saying, “Why did it take so long to get a wrong answer based on 
inaccurate information to a potentially very easy investigation? This is just 
ridiculous.” Hughes quit his job with Homeland Defense and moved to Germany 
to begin studies in international relations. He and Beate Killguss 
planned to marry in June 2004.281 
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Report 18.2: PATRIOT Act Labels Ordinary Crimes “Terrorism,” Increases 
Penalties 
 

ICCPR articles: 11, 2, 16, 17, 19, 21, 22, 26 
 
Since the passage of the USA PATRIOT Act (PL 107–56) on October 25, 
2001, federal prosecutors have brought more than 250 criminal charges 
under the law, resulting in more than 130 guilty pleas or convictions. 
 
Dan Dodson, a spokesman for the National Association of Criminal 
Defense Attorneys, says that “Within six months of passing the PATRIOT 
Act, the Justice Department was conducting seminars on how to stretch the 
new wiretapping provisions to extend them beyond terror cases.” In early 
November 2003, then attorney general John Ashcroft completed a sixteencity 
tour defending the PATRIOT Act as key to preventing a second catastrophic 
terrorist attack. The Act lifted many of the restrictions that barred 
the Government from spying on its residents, granting federal agents new 
powers to use wiretaps, to conduct electronic and computer eavesdropping, 
and to access private financial data. 
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In June 2003, federal prosecutors used the Act to file a charge of “terrorism 
using a weapon of mass destruction” against a California man after a 
pipe bomb exploded in his lap, wounding him as he sat in his car. In addition, 
local law enforcement agencies have begun increasing charges and possible 
sentences based on definitions in the PATRIOT Act that were added to state 
laws. In North Carolina, Martin Dwayne Miller was arrested under a new 
state law barring the manufacture of chemical weapons, for operating a 
methamphetamine lab. This new law increased the maximum possible sentence 
for the crime to life imprisonment, up from the previous maximum of 
six-to-twelve years. Prosecutor Jerry Wilson said he was not abusing the 
PATRIOT Act, which defines chemical weapons of mass destruction as “any 
substance that is designed or has the capability to cause death or serious 
injury” and contains toxic chemicals. The US Justice Department said it has 
used authority given to it by the PATRIOT Act to crack down on currency 
smugglers, and to seize money hidden overseas by alleged bookmakers, con 
artists, and drug dealers.92 
 
The San Francisco Labor Council (SFLC) pointed out that “[USA] 
Patriot [Act] I created the new category of ‘domestic terrorism’. . . . [I]t’s 
important to note that the legal definition of domestic terrorism is now so 
broad that it encompasses traditional forms of job actions and concerted activities 
by unions, such as non-violent picket lines, civil disobedience or strikes. 
Resistance to corporate and government domination becomes ‘terrorism.’” 
 
The SFLC also pointed out, “The Patriot Act at 18 U.S.C. § 2331 (5) 
defines domestic terrorism as including acts that ‘appear’ to be intended to 
influence the policy of a government ‘by intimidation or coercion.’ This language 
is dangerously vague and can be used to apply to labor union actions 
such as strikes, slowdowns, boycotts, informational picketing, organizing, or 
even engaging in aggressive collective bargaining.” During the International 
Longshore and Warehouse Union (ILWU) collective bargaining negotiations 
of 2002 in Oakland, “Secretary of Defense Rumsfeld all but made this 
very accusation of ‘terrorism’ by stating that an ILWU strike would not be 
in the interest of ‘national security.’” 
 
Denis Mosgofian of the SFLC stated that the April 7, 2003, “anti-war 
demonstrations at the Port of Oakland were met with excessive force by the 
police. Protestors and ILWU Local 10 members standing nearby were shot in 
the face, neck and body with wooden dowel bullets and concussion grenades. 
If someone had died in this melee, the anti-war organizations could have been 
labeled as ‘terrorist’ for causing the death. If law enforcement agencies suspected 
that the union cooperated or was involved in any capacity with these 
organizations, they too could be labeled ‘terrorist,’ subjecting the leadership 
and members to surveillance, arrest, and seizure of union assets.”93 
 
On December 13, 2003, while pictures of a captured, deloused Saddam 
Hussein were flashed around the world, President Bush quietly signed into 
law the Intelligence Authorization Act of Fiscal Year 2004. An expansion of 
federal surveillance powers originally intended to be part of PATRIOT Act 



 22 

II, the IAI redefines “financial institutions” to include “stockbrockers, car 
dealerships, casinos, credit card companies, insurance agencies, jewelers, airlines, 
the US Post Office, and any other business whose case transactions 
have a high degree of usefulness in criminal, tax, or regulatory matters.” The 
records of such institutions are thereby open to examination by the FBI if 
they are requested in a “National Security Letter,” even without a showing 
of probable cause.94 
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Report 18.6: Courts Reject Sections of Antiterrorism Act and USA PATRIOT Act 
 

ICCPR articles: 1, 2, 16 
 
After passage of the USA PATRIOT Act, the Humanitarian Law Project of 
Los Angeles amended the complaint they had filed in 1998 challenging sections 
of the 1996 Antiterrorism and Effective Death Penalty Act (18 U.S.C. 
§ 2339 [B]) to include sections of the PATRIOT Act. 
 
For years the Humanitarian Law Project provided humanitarian aid to the 
Kurdish Workers Party (PKK) in Turkey. In Northern California, Sri Lankan 
Tamils sent money to members of their group abroad. The HLP and others 
who supported legal humanitarian activities had filed the suit, prepared by the 
Center for Constitutional Rights (CCR), challenging the constitutionality of 
sections of the AntiTerrorism Act, and its enforcement by the US Department 
of Justice. The amended complaint in Humanitarian Law Project v. Ashcroft 
alleged that enforcing the PATRIOT Act has a “chilling effect” on people 
making badly needed donations to medical clinics, schools, churches, mosques, 
grassroots organizations, and other humanitarian causes in countries the US 
Government has designated as places where “terrorist groups” are active. 
 
On December 3, 2003, the US Court of Appeals for the Ninth Circuit 
in San Francisco declared significant sections of the Antiterrorism Act 
unconstitutionally “void for vagueness under the First and Fifth Amendments 
because they bring within their ambit constitutionally protected 
speech and advocacy.” The Court ruled that the Government must prove 
beyond a reasonable doubt that the donor knew the organization was designated 
or was aware of the unlawful activities that led to the designation. 
“[A]ccording to the government’s interpretation of 2339B, a woman who 
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buys cookies from a bake sale outside of her grocery store to support displaced 
Kurdish refugees to find new homes could be held liable so long as 
the bake sale had a sign that said that the sale was sponsored by the PKK, 
without regard to her knowledge of the PKK’s designation or other activities” 
(Humanitarian Law Project v. Ashcroft, 353 F.3d 382, 9th Cir., 2003). 
 
Prof. David Cole, who argued the case, said the statute imposes guilt by association. The 
opinion calls into question the legality of several convictions, including those of the 
Lackawanna Six who pleaded guilty to violating the law by attending an al Qaeda 
training camp. Nancy Chang of the CCR, says the opinion is particularly important 
because “the PATRIOT Act was amended to increase the penalty for the provision of 
material support from ten years to 15 years and possibly a sentence of life.”108 
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